
DIRECTORY-AS-A-SERVICE AGREEMENT  

Welcome to JumpCloud. Please read the Directory-as-a-Service Terms below (our “DAASA Terms”, 
“Terms”, “Terms of Service” or “TOS”) carefully as they contain the legal terms and conditions that 
govern your access and use of the Service or Professional Services provided by JumpCloud Inc. 
(“JumpCloud”). The term “Customer” means the individual or entity that registers for or uses the Service 
or Professional Services.  

When you indicate agreement to the Agreement (defined below), you represent and warrant that you are 
authorized to execute, deliver, and bind Customer to the Agreement, and to act as Customer’s agent in 
connection with the Agreement. The “Effective Date” of the Agreement is the earlier of the date you (a) 
begin using the Service, or (b) complete an Order. JumpCloud is not willing to provide the Service on any 
terms other than those in this Agreement.  

JumpCloud has developed, and updates from time to time, an online user and device monitoring, 
management, and security service (the JumpCloud Open Directory Platform) that assists customers in the 
management, monitoring, and security of customers’ users and device infrastructure (the “Service”).  

The “Agreement” (or “DAASA”) includes the DAASA Terms below, these preamble paragraphs, any 



the Service, including information regarding information technology infrastructure provided to JumpCloud 
under this Agreement. Customer Data excludes Usage Data.  

“Device” (or “System”) means any device (e.g., computer, server, laptop, tablet, or mobile device) that is 
part of Customer’s systems and/or network, or that accesses, is managed or tracked by, or is authorized to 
access, the Service. 

“Documentation” means the documentation provided or made available by JumpCloud to Customer 
describing use and operation of the Service. 
 
“Fair Use Policy” means the JumpCloud policy available at https://jumpcloud.com/fair-use-policy.   

"High-Water Mark” has the meaning given in Section 3.3 (High-Water Marks).   

“JumpCloud Agent” means a JumpCloud software agent that is intended to run on a Device (e.g., a User’s 
computer), including ‘JumpCloud Protect’, ‘JumpCloud Password Manager’, and ‘JumpCloud Remote 
Assist’. The Service includes all JumpCloud Agents.  

“Order” means (a) a JumpCloud-provided quote that has been executed by Customer, (b) the Service details 
specified in the self-service ordering process on the Site, or (c) in the absence of documentation described 
in foregoing “(a)” or “(b)”, a Customer ordering document (e.g., a Purchase Order), excluding any standard 
or “form” terms included or referenced therein, that has been signed by an authorized agent of each party or 
presented by Customer and accepted by JumpCloud.  

“Order Term” has the meaning given in Section 6.2 (Order Renewal).   

“Professional Services” means the consulting, implementation, script-writing, technical account 
management, migration, or other professional services performed by JumpCloud personnel pursuant to an 
Order.  

“Service API” means an application programming interface (API) that is expressly identified as an official 
API and provided by JumpCloud to Customer for accessing the Service.  

“Site” means the JumpCloud website, mobile application(s), and/or Service dashboard.  

“Software Tool” means a software tool (e.g., a script or set of scripts) that provides extensions to or 
automations for the Service.  

“Usage Data” means all data collected or generated by JumpCloud in connection with use of the Service or 
with Professional Services (including information related to Devices, Users’ use of the Service, network 
monitoring, and analysis.) Usage Data does not include public keys, usernames, or User passwords, which 
are part of Customer Data.  

“User” means each Customer employee or contractor, or other individual or entity that accesses the Service 
or is added to the Service by Customer (including any Administrator and any individual or entity for which 
an email address or other identifier has been a
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2.1 Service. Subject to this Agreement, JumpCloud will provide Customer the components of the Service 
that are specifically described in an Order.  

2.2 Access; Limited License. Subject to this Agreement, JumpCloud grants Customer, during the Term, a 
non exclusive, limited, non-sublicensable, and non-transferable (except to the extent expressly permitted 
under Section 11.6 (Assignment)) license to: (a) access and use the Service to the extent identified in an 
Order and as permitted in the Terms; (b) install and use the Authorized Software Tools solely in connection 
with Customer’s use of the Service and solely in accordance with the applicable Documentation; (c) use and 
reproduce the Documentation solely in connection with Customer’s use of the Service; (d) install and use 
any JumpCloud Agent (which is required to access or use certain features and functionalities of the Service) 
in object code form, solely to access and use the Service via such JumpCloud Agent for Customer’s internal 
business purposes in accordance with the applicable Documentation; and (e) write API Call Code that 
complies with the Documentation for the Service APIs and use such API Call Code solely to access and use 
the Service as permitted in this Agreement. No implied license or right of any kind, and no patent license or 
right, is granted to Customer under this Agreement. JumpCloud reserves the right to modify the terms and 
conditions on which any Customer or User of the Service uses any JumpCloud-provided API (including any 
information related to use of the API) in connection with developing, maintaining, or using any integration 
between the Service and any other systems (e.g., an integration with systems that would provide services to 
other customers).  

2.3 Open-Source Software. Certain aspects of JumpCloud Agents and Software Tools may include code 
or software that is subject to “open source” or “free software” licenses (“Open-Source Software”) and may 
be owned by third parties. The Open-Source Software is not subject to the terms of this Agreement, and 
instead, is licensed to Customer under the terms of the applicable license associated with such Open-Source 
Software. Nothing in this Agreement limits Customer’s rights under the licenses applicable to such Open-
Source Software. If required by the license for any particular Open-Source Software, JumpCloud will make 
the source code for such Open-Source Software, and JumpCloud’s modifications to that code, if any, 
available in response to Customer’s written request sent to the address specified in the Order.  

2.4 Support and SLA. Subject to the payment by Customer of fees applicable to the level of support 
specified in the applicable Order (“Selected Support Tier”), JumpCloud will provide Customer with the 
support services for the Selected Support Tier as described in the then-current support offerings description 
applicable to the Selected Support Tier located at: https://jumpcloud.com/policies/, as updated periodically. 
Such Selected Support Tier description includes any service level commitments for the Service (e.g., support 
methods and targeted response times), and is hereby incorporated into this Agreement for the duration of 
Customer’s payment of fees corresponding to such Selected Support Tier.  

2.5 Data Processing. (a) JumpCloud will process Customer Personal Data (as defined in the DPA) 



the Service, to assist Customer in using the Service, and as described in this Agreement; (b) use of Usage 
Data in connection with providing, analyzing, and improving the Service; and (c) generation and use of de-
identified, aggregated, and/or anonymized data that does not include any identifying information of, or 
reasonably permit the identification of, Customer or any individual (including any User). JumpCloud will 
comply with applicable statutory requirements with respect to the data generated pursuant to this Section 
2.6 (Usage Data).  

2.7 Software Tools and APIs. Any Software Tool that is not an Authorized Software Tool (a “Community 
Software Tool”, e.g., a script developed or modified by, or specifically for, Customer or third parties) or 
API Call Code that is not written and provided by JumpCloud is not a component of the Service and is not 
required to be supported by JumpCloud. It is Customer’s responsibility to (a) ensure that its use of 
Community Software Tools and such API Call Code will have the effects desired by Customer, (b) regularly 
check for updates to the Authorized Software Tools and the Service APIs, and (c) make appropriate updates 
to any API Call Code and the Software Tools it uses.  

2.8 Third-Party Software. The Service or Software Tools may enable Customer to store, download, or 
install third party software on Devices (e.g., software updates). All risks related to such third-party software 



or as an Add-On (as defined in Section 3.1 (Fees; Payments)), a generally available feature of the Service 
that is the same or similar to a Beta Feature. Except as otherwise set forth in this Section 2.10 (Beta Features), 
these DAASA Terms apply to Beta Features. Customer acknowledges that Beta Features are under 
development, may be inoperable or incomplete, and are likely to contain errors and bugs. JumpCloud may 



2.13 Specific Features. JumpCloud makes certain features of the Service available for which additional 
terms apply. JumpCloud may modify, discontinue, or augment features of the Services by providing 
information regarding the same in the Documentation or the Site.  

(a) Independent Mobile Apps.  JumpCloud makes certain mobile apps (such as ‘JumpCloud Protect’) 



JumpCloud’s Fair Use Policy, JumpCloud may permit Customer to use Add-



Customer acknowledges that such amounts constitute a debt owed to JumpCloud. If any amounts are 
disputed in good faith, Customer will pay the undisputed amounts when due and payment of such undisputed 
amounts may not be withheld for any reason. Undisputed amounts that are not paid when due may accrue a 
late fee of one and one-half percent per month or the maximum rate permitted by applicable law, whichever 
is less, from the due date until paid. Customer will reimburse JumpCloud for all costs (including reasonable 
attorney and collection agency fees) associated with collecting delinquent or dishonored payments. The 
applicability of any discount in any Order is contingent upon JumpCloud's timely receipt of payment and 
any tax documentation (as described in Section 3.8 (Taxes)) for each invoice no later than the due date 
required under this Agreement. If a payment or tax documentation is not received by its due date and such 
failure is not cured within ten (10) days from JumpCloud's notification thereof, JumpCloud will have the 
right (without affecting any of JumpCloud's rights or remedies) to (a) charge (and customer will pay) the 
full un-discounted price, (b) terminate any provisions inconsistent with, and strictly enforce the terms 
described in, Section 3.7 (Payment Terms), (c) suspend Administrator and/or or User access to the Service 
until payment is received, and/or (d) terminate the Agreement. All fees due under this Agreement are non-
refundable, except as expressly provided in Section 6.5 (Effect of Termination) and Section 9 (Indemnity).  

3.8 Taxes. All fees exclude, and Customer will be responsible for, all sales, use, excise, and other taxes 
applicable to the transactions contemplated by this Agreement, except for taxes based on JumpCloud’s net 
income.  Fees payable hereunder are in exchange for the provision of the Service by JumpCloud and are not 
a royalty or license fee. To the extent Customer is legally obligated to withhold and remit any portion of 
any of the fees to the taxing authority in its jurisdiction (“withholding amount”), Customer will deliver to 
JumpCloud, no later than 30 days after the date Customer is required to make payment to JumpCloud, any 
and all applicable certificates (including any specified by JumpCloud) that document its payment of the 
withholding amount (“tax documentation”). For countries where JumpCloud is not registered to collect 
indirect taxes (e.g., VAT or GST), Customer will pay such taxes via reverse charge mechanism to the 
appropriate tax authority. Customer will reimburse JumpCloud for any deficiency relating to taxes that are 
Customer’s responsibility under this Agreement. If applicable, Customer shall communicate to JumpCloud 
its VAT or GST identification number(s) attributed by (i) the country where Customer has established its 
business or (ii) any other country where Customer has established a fixed establishment to which the Service 
is provided. JumpCloud will consider the Service under this Agreement to be for Customer's business use 
and provided to the location(s) of Customer as identified by the provided VAT or GST identification 
number(s). Upon request, Customer shall promptly provide JumpCloud with proof of any tax payments 
made to applicable authorities. Customer shall promptly pay or reimburse JumpCloud for all costs and fines 
related to any liability incurred by JumpCloud as a result of Customer’s non-compliance or delay with its 
responsibilities in this Section, except if the delay in paying taxes is as a result of the conduct of JumpCloud. 
Customer’s obligations under this Section will survive the termination or expiration of this Agreement.  

3.9 Free Usage. JumpCloud may provide the Service (or designated features of the Service) for free for 
limited periods of time, subject to this Section 3.9 and JumpCloud’s Fair Use Policy.  Notwithstanding 
anything to the contrary: (a) JUMPCLOUD’S MAXIMUM AGGREGATE LIABILITY TO CUSTOMER 
ARISING OUT OF OR IN CONNECTION WITH FREE USAGE WILL NOT EXCEED $50; (b) when 
Customer’s “Free Trial” (as that term is used in the Fair Use Policy) period expires, JumpCloud may suspend 
Customer’s access to the Service until Customer has committed to an Order for the Service, and JumpCloud 
may delete Customer’s account (and all of its Customer Data) as early as thirty (30) days after the end of 
the Free Trial period; (c) if Customer continues to use a feature after Customer’s “Free Testing” (as that 
term is used in the Fair Use Policy) period for such feature has expired and Customer has not added the 
feature to its subscription via an Order, JumpCloud may, in its sole discretion: (1) charge Customer (and 



3.10 CrowdStrike Customers. In respect of Device-based pricing in CrowdStrike Customer Orders: (a) for 
Devices in excess of the number of Devices specified in the Order, each such Device will be invoiced at the 
then-current per Device Service Fee list price, and (b) the Device High-Water Mark is calculated based on 
the maximum number of Devices as measured at any time during the calendar month. CrowdStrike is not 
party to, and has no responsibility or liability under, this Agreement.  

4. CUSTOMER RESPONSIBILITIES.  

4.1 Limitations. Customer agrees that Customer will not, and will cause each User to not: (a) interfere with, 
disrupt, create an undue burden on, alter, translate, or modify the Service or Professional Services, or the 
networks, systems, or services connected to the Service (through scripts or otherwise); (b) perform 
penetration tests or any other security tests on the Service, (c) introduce software or automated agents or 
scripts to the Service so as to produce multiple accounts or use or access the Service or Professional Services 
in any way that is not expressly authorized in the applicable Documentation or by JumpCloud without 
JumpCloud’s express and prior written permission; (d) create derivative works of the Service, or reverse 
engineer, reverse compile, reverse assemble, or do anything else with any aspect of the Service that would 
reveal any source code, trade secrets, know-how or other proprietary information; (e) access the Service in 
order to build a competitive product or service; (f) infringe any JumpCloud intellectual property rights; (g) 
permit any third party to access and/or use the Service, other than the Users authorized under this 
Agreement; (h) except as expressly permitted in an Order, rent, lease, loan, or sell access to the Service to 
any third party, or use the Service on behalf of any third party (except to the extent the third party is a 
contractor of Customer and authorized by Customer as a User); (i) perform or publish any performance or 
benchmark tests or analyses relating to the Service or the u











9. INDEMNITY. JumpCloud will defend, at its own expense, any third-party claim, suit, or action against 
Customer to the extent that such claim, suit, or action is based upon an allegation that the Service or 
Professional Services infringe any U.S. intellectual property rights of such third party (“Customer Claim”), 
and JumpCloud will indemnify and hold Customer harmless from and against all losses, damages, liabilities, 
costs, and expenses (including reasonable attorneys’ fees) awarded in such Customer Claim or those costs 
and damages agreed to in a monetary sett



Agreement or the subject matter hereof. In the event that a suit is brought to enforce the terms of this 
Agreement, the prevailing party will be entitled to its reasonable attorneys’ fees and costs. If Customer’s 
place of business is located outside of the United States, then any claim arising out of or related to this 
Agreement, including claims related to the parties’ negotiations and inducements to enter into this 
Agreement, will be submitted to mandatory, binding arbitration under the auspices of the International 
Chamber of Commerce (the “ICC”), in New York, New York with the parties sharing equally the costs of 
arbitration. Arbitration will proceed according to the then current commercial rules of the ICC. This Section 
11.1 (Governing Law) does not limit either party’s right to provisional or ancillary remedies from a court 
of competent jurisdiction before, during, or after the pendency of any arbitration, and the exercise of any 
such remedy does not waive either party’s right to arbitration. Judgment on an arbitration award may be 
entered by any court with competent jurisdiction.  

11.2 Compliance with Laws. Each party will comply with all laws, rules, and regulations applicable to 
such party while performing under this Agreement.  

11.3 Severability; Waiver. If any provision of this Agreement is held to be invalid or unenforceable for 
any reason, the remaining provisions will continue in full force without being impaired or invalidated in any 
way. The parties agree to replace any invalid provision with a valid provision which most closely 
approximates the intent and economic effect of the invalid provision. Neither party will be deemed to have 
waived any of its rights under this Agreement by lapse of time or by any statement or representation other 
than by an authorized representative in an explicit written waiver. The waiver by either party of a breach of 
any provision of this Agreement will not constitute an ongoing or future waiver of such breach or provision.  

11.4 Force Majeure. JumpCloud will not be liable under this Agreement by reason of any failure or delay 
in the performance of its obligations under this Agreement as a result of any cause which is beyond its 
reasonable control.  

11.5 Headings; Interpretation. Headings used in this Agreement are for reference purposes only and in 
no way define, limit, construe, or describe the scope or extent of such section or in any way affect this 
Agreement. The words “includes” and “including” are not considering limiting in any way and mean 
“includes/including without limitation”.  

11.6 Assignment. Neither party may assign or transfer, by operation of law or otherwise, this Agreement, 
or any of its rights under this Agreement or delegate any of its duties under this Agreement to any third 
party without the other party’s prior written consent; except that the following will not require the other 
party’s consent: (a) an assignment pursuant to a transfer of all or substantially all of such party’s business 
and assets to which this Agreement relates, whether by merger, sale of assets, sale of stock, or otherwise, 
provided that the assignee assumes all obligations under this Agreement, or (b) JumpCloud’s assignment of 
its rights as described in Section 2.11 (JumpCloud Partners). Any attempted assignment or transfer in 
violation of the foregoing will be void. This Agreement will inure to the benefit of and be binding upon any 
permitted successors or assigns.  



JumpCloud at the postal address below, or at such other address as JumpCloud will specify in writing. Any 
notices to Customer required or permitted under this Agreement will be given at the email address provided 
by Customer in the Order, or at such other 



other commercial advantage, or (ii) accept any type of payment or anything of value from any private 
individual or Government Official where the intent of the giver is to influence the Customer to act 
improperly. Customer covenants that it will maintain accurate books and records and systems of internal 
controls to ensure compliance with ABAC Laws. For purposes of this Section, “Government Official” 
means an official of any government department or agency or their family members; officials of any public 
international organization (such as the United Nations); political parties and party leaders; candidates for 
public office; executives and employees of government-



notwithstanding anything to the contrary, JumpCloud is also not liable for acts of simple negligence (unless 
they cause injuries to or the death of any person), except when they are caused by a breach of any substantial 


