
DIRECTORY-AS-A-SERVICE® AGREEMENT 

Welcome to JumpCloud. Please read the Directory-as-a-Service Terms below (our ñDAASA Termsò, ñTermsò, 

ñTerms of Serviceò or ñTOSò) carefully as they contain the legal terms and conditions that govern your access and 

use of the Service or Professional Services provided by JumpCloud Inc. (ñJumpCloudò). The term ñCustomerò 

means the individual or entity that registers for or uses the Service or Professional Services. 

When you indicate agreement to the Agreement (defined below), you represent and warrant that you are authorized to 

execute, deliver, and bind Customer to, the Agreement, and to act as Customerôs agent in connection with the 

Agreement. The ñEffective Dateò of the Agreement is the earlier of the date you (a) begin using the Service, or (b) 

complete an Order. 

JumpCloud has developed, and updates from time to time, an online user and device monitoring, management, and 

security service (the JumpCloud Open Directory PlatformTM) that assists customers in the management, monitoring, 

and security of customersô users and device infrastructure (the ñServiceò). 

The ñAgreementò (or ñDAASAò) includes the DAASA Terms, together with these preamble paragraphs, all Orders, 

addenda, and referenced attachments. This Agreement constitutes the terms and conditions under which JumpCloud 

is willing to provide Customer with the Service and Professional Services and will take precedence over any 



ñDocumentationò means the documentation provided or made available by JumpCloud to Customer describing use 

and operation of the Service. 

ñJumpCloud Agentò means a JumpCloud software agent that is intended to run on a Device (e.g., a Userôs computer), 

including óJumpCloud Protectô, óJumpCloud Password Managerô, óCloud Insightsô configuration scripts or templates, 

and óJumpCloud Remote Assistô. The Service includes all JumpCloud Agents. 

ñOrderò means a JumpCloud-provided quote that has been timely executed by Customer, a Customer ordering 

document (excluding any standard or ñformò terms therein) that has been signed by both parties, and/or the Service 

details specified in the self-service ordering process on the Site. 

ñProfessional Servicesò means the consulting, implementation, script-writing, technical account management, 

migration, or other professional services performed by JumpCloud personnel pursuant to an Order. 

ñService APIò means an application programming interface (API) that is expressly identified as an official API and 

provided by JumpCloud to Customer for accessing the Service. 

ñSiteò means the JumpCloud website, mobile application(s), and/or Service dashboard. 

ñSoftware Toolò means a software tool (e.g., a script or set of scripts) that provides extensions to or automations for 

the Service. 

ñUsage Dataò means all data collected or generated by JumpCloud in connection with use of the Service or with 

Professional Services (including information related to Devices, Usersô use of the Service, network monitoring, and 

analysis.) Usage Data does not include public keys, usernames, or User passwords, which are part of Customer Data. 

ñUserò means each Customer employee or contractor, or other individual or entity that accesses the Service or is 

added to the Service by Customer (including any Administrator and any individual or entity for which an email address 

or other identifier has been added to the Service, e



any particular Open-Source Software, JumpCloud will make the source code for such Open-Source Software, and 

JumpCloudôs modifications to that code, if any, available in response to Customerôs written request sent to the address 

specified in the Order. 

2.4 Support and SLA. Subject to the payment by Customer of fees applicable to the level of support specified in the 

applicable Order (ñSelected Support Tierò), JumpCloud will provide Customer with the support services for the 

Selected Support Tier as described in the then-current support offerings description applicable to the Selected Support 

Tier located at: https://jumpcloud.com/policies/, as updated periodically. Such Selected Support Tier description 

includes any service level commitments for the Service (e.g., support methods and targeted response times), and is 

hereby incorporated into this Agreement for the duration of Customerôs payment of fees corresponding to such 

Selected Support Tier. 

2.5 Data Processing. (a) JumpCloud will process Customer Personal Data (as defined in the DPA) according to the 

Data Processing Addendum (ñDPAò), which is part of this Agreement and available at www.jumpcloud.com/gdpr or 

/legal. The DPA may be updated from time to time by JumpCloud and is incorporated into the Agreement. JumpCloud 

will implement and maintain appropriate administrative, physical, and technical safeguards designed to protect the 

security, confidentiality, and integrity of Customer Data. (b) Such safeguards will include: (1) TLS encrypted 

communications between JumpCloudôs servers and applicable JumpCloud Agents; (2) sensitive data is encrypted at 

rest and in transit using industry standard encryption technology; (3) employee security awareness training and 

appropriate background checks; (4) redundant Service infrastructure; (5) internal access controls; (6) active software 

monitoring of JumpCloud user logins and privileged commands; and (7) log monitoring. 

2.6 Usage Data. Customer acknowledges and agrees that provision of the Service involves, and Customer authorizes, 

JumpCloudôs: (a) processing of Customer Data and Usage Data in connection with providing the Service, to assist 

Customer in using the Service, and as described in this Agreement; (b) use of Usage Data in connection with providing, 

analyzing, and improving the Service; and (c) generation and use of de-identified, aggregated, and/or anonymized 

data that does not include any identifying information of, or reasonably permit the identification of, Customer or any 

individual (including any User). JumpCloud will comply with applicable statutory requirements with respect to the 

data generated pursuant to this Section 2.6 (Usage Data). 

2.7 Software Tools and APIs. 
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JumpCloud personnel to migrate Customerôs users, devices, and applicable data (e.g., groups and applications) from 

Customerôs then-current platform to the Service. 

2.13 Specific Features.  JumpCloud makes certain features of the Service available for which additional terms apply.   

(a) JumpCloud Protect.  JumpCloud makes the óJumpCloud Protectô mobile App available to Customers for use in 

connection with other aspects of the Service, or for free and unlimited use independent of all other features of the 

Service (e.g., as an individual person using JumpCloud Protect for personal use) (ñpersonal useò). IF CUSTOMER 

USES JUMPCLOUD PROTECT FOR SUCH PERSONAL USE, NOTWITHSTANDING ANY PROVISION TO 

THE CONTRARY: (I) THE SERVICE IS PROVIDED TO CUSTOMER ñAS ISò AND ñWITH ALL FAULTSò, (II) 

NONE OF THE RESTRICTIONS ON OR OBLIGATIONS OF JUMPCLOUD WILL APPLY, AND (III) 

JUMPCLOUDôS AGGREGATE LIABILITY TO CUSTOMER ARISING OUT OF OR IN CONNECTION WITH 

THIS AGREEMENT WILL EXCEED $100. 

(b) Password Manager.  The JumpCloud Password Manager stores each Userôs passwords and other protected data 

(ñPWM Dataò) locally on the Userôs Device(s). EXCEPT AS EXPRESSLY STATED IN PASSWORD MANAGER 

DOCUMENTATION, JUMPCLOUD DOES NOT HAVE ANY MEANS OF RECREATING OR RETRIEVING 

PWM DATA.  JumpCloud deploys reasonable security features to protect PWM Data and for generating suggested 

credentials; however, JumpCloud cannot and does not guarantee that PWM Data will be 100% protected. Any sharing 

of any Userôs PWM Data is Customerôs responsibility (and JumpCloud will have no liability with respect to any use 

(or misuse) of shared PWM Data). 

3. FEES; PAYMENTS. 

3.1 Fees. Customer will pay JumpCloud all fees identified on the applicable Order and/or described in this Agreement 

(including all support fees and fees for Add-Ons) (the ñService Feesò, and for Professional Services, ñProfessional 

Services Feesò) in accordance with the applicable Order and this Section 3 (Fees; Payments), via a method approved 



of Devices for that month would be 85 Devices (and the Service Fees for such month include the excess Device fee 

described in Section 3.2 (User-Based Pricing) for 10 Devices in excess of 75). 

3.4 Committed Period Subscriptions. If the Order indicates that Customer will pay for a committed period, such as 

a set number of months or years, all Service Fees will be invoiced in advance at the billing frequency specified in the 

applicable Order based on the number of Users or Devices specified in such Order (the ñCommitted Quantityò of 

Users or Devices). If the High-Water Mark of Users or of Devices for Customer exceeds the applicable Committed 

Quantity in any month, JumpCloud will invoice, and Customer will pay, the difference between each Committed 

Quantity and each High-Water Mark, based on the Service Fees calculation described in Section 3.3 (High-Water 

3.4 

https://support.jumpcloud.com/


3.10 Remote Assist.  



4.4 Users; Sub-Accounts. Customer is responsible for all acts and omissions of its Users, and for all activities that 

occur under Customerôs account, including all sub-accounts created by or for Customer. For purposes of determining 

Service Fees, the High-Water Mark, and any Committed Quantity, the total number of Users and of Devices across 

any one Customer business entity, including all affiliates of such Customer business entity, will be summed across all 

such sub-accounts. 

4.5 Administrators. Customer authorizes JumpCloud to rely upon communications from any Administrator with 

respect to the Service, including instructions to delete and/or add Users, Devices, and/or accounts as contemplated 

under Section 4.4 (Users; Sub-Accounts). JumpCloud may disclose Customer Data and Usage Data to any 



then-current Order Term. Upon expiration or termination of an Order, all discounts provided under such Order will 

expire and any further use of the Service will be subject to non-discounted pricing. JumpCloud may increase Service 

Fees by informing Customer of the same, and such increased Service Fees will not apply until the first Renewal Order 

Term that starts at least 30 days after such notice. Though Customer may renew an Order for a longer duration than 

the then-current Order Term (e.g., a monthly subscription may be renewed as an annual subscription), Customer may 

not renew any Order for a lesser duration than the then-current Order Term (e.g., an annual subscription may not be 

renewed as a monthly subscription) unless Jump





duties under this Agreement. The Receiving Party will protect the Disclosing Partyôs Confidential Information from 





11.5 Headings; Interpretation. Headings used in this Agreement are for reference purposes only and in no way 



the Service or Professional Services in, or export any such technical data or product utilizing such data to, a country 

subject to a United States embargo (such as: Cuba, Iran, North Korea, Sudan, Syria, Crimea, Donetsk Peopleôs 

Republic, and Luhansk Peopleôs Republic regions of Ukraine). 

11.12 ABAC. Customer warrants it will comply with all laws related to bribery and corruption that are, or may be, 

applicable to JumpCloud and Customer, including without limitation, the U.S. Foreign Corrupt Practices Act, the U.K. 

Bribery Act and any similar laws applicable to Customer (collectively, ñABAC Lawsò).  Without limiting the 

generality of the foregoing, Customer shall not, directly or indirectly, (i) give any type of payment or anything of 

value to a private individual or Government Official where the intent is to improperly influence such private individual 

or Government Official to obtain or retain business or some other commercial advantage, or (ii) accept any type of 

payment or anything of value from any private individual or Government  Official where the intent of the giver is to 

influence the Customer to act improperly. Customer covenants that it will maintain accurate books and records and 

systems of internal controls to ensure compliance with ABAC Laws.  For purposes of this Section, ñGovernment 

Officialò means an official of any government department or agency or their family members; officials of any public 

international organization (such as the United Nations); political parties and party leaders; candidates for public office; 

executives and employees of government-owned or government-run companies; anyone acting on behalf of a 

Government Official; or an individual holding a legislative, administrative, or judicial position of any kind, whether 

appointed or elected, who exercises a public function on behalf of any country or territory or any public agency or 

public enterprise of that country or territory, or who is an official or agent of any public international organization. 

11.13 Entire Agreement. This Agreement sets forth the entire understanding and agreement of the parties and 

supersedes any and all oral or written agreements or understandings between the parties as to the subject matter of this 

Agreement including any non-disclosure agreements (with the confidentiality provisions of this Agreement to govern 




