


https://cloud.google.com/certificate-authority-service
https://www.digicert.com/
https://www.globalsign.com/en
https://www.appviewx.com/products/cert/
https://www.keyfactor.com/
https://www.venafi.com/platform/zero-touch-pki
http://www.openssl.org/
https://www.gnutls.org/manual/html_node/certtool-Invocation.html
https://www.jamf.com/


■ Support MacOS, iOS
■ Integration with AppviewX, Venafi, and others.
■ Enables the use of variables to embed and customize certificate fields
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https://jamf.it/macprofile
https://jamf.it/iosprofile
https://docs.jamf.com/technical-papers/jamf-pro/scep-proxy/10.0.0/Enabling_as_SCEP_Proxy_for_Enrollment.html
https://www.microsoft.com/en-us/security/business/endpoint-management/microsoft-intune?rtc=1
https://www.microsoft.com/en-us/security/business/endpoint-management/microsoft-intune?rtc=1
http://www.air-watch.com/
https://www.ivanti.com/company/history/mobileiron
https://www.soti.net/




Appendices

Appendix – Certificates compatible with RADIUS-CBA

RADIUS-CBA supports only certificates that contain a user identifier within the
certificate (User Certificates) located on the target client device. The User
Certificates can be of various types.

User Certificate types supported by RADIUS-CBA
There are 3 types of certificates RADIUS-CBA supports based on the location
(certificate field) where the user identifier resides within the certificate as
illustrated below.

a. Client cert with JumpCloud user email in the subject alternative name



○
b. Client cert with JumpCloud user email in the subject distinguished name



○
c. Client cert with JumpCloud username in the common name





https://drive.google.com/drive/folders/161e3YGmApqG9NltJkGdpMrdw9sCR-PuH?usp=sharing
https://drive.google.com/drive/folders/161e3YGmApqG9NltJkGdpMrdw9sCR-PuH?usp=sharing


○ openssl pkcs12 -export -out basicDemo-username-client-signed.pfx -inkey
basicDemo-username-client-signed.key -in
basicDemo-username-client-signed-cert.crt -passout "pass:password"

■ Contents of extensions-usernameCN.cnf configuration file:
extensions = v3_req
[req]
distinguished_name = req_distinguished_name
[req_distinguished_name]
[v3_req]
# Useful for debugging with DI events
authorityKeyIdentifier = keyid:issuer
keyUsage = digitalSignature
extendedKeyUsage = clientAuth

e. Create certificate for specific user email in the Subject Alternative Name
○ openssl x509 -req -in emailSAN.csr -CA selfsigned-ca-cert.pem -CAkey

selfsigned-ca-key.pem -days 30 -CAcreateserial -out
basicDemo-SAN-client-signed-cert.crt -extfile extensions-emailSAN.cnf

○ openssl pkcs12 -export -out basicDemo-SAN-client-signed.pfx -inkey
basicDemo-SAN-client-signed.key -in basicDemo-SAN-client-signed-cert.crt
-passout "pass:password"

■ Contents of extensions-emailSAN.cnf configuration file:
extensions = v3_req
[req]
distinguished_name = req_distinguished_name
[req_distinguished_name]
[v3_req]
# Useful for debugging with DI events
authorityKeyIdentifier = keyid:issuer
keyUsage = digitalSignature
extendedKeyUsage = clientAuth
#For Client cert with email in the subject alternative name
subjectAltName = email:roger_q@yahoo.com



Appendix - Admin User Interface

Appendix – Manual Certificate deployment

The RADIUS-CBA User Certificates must be installed on the user or local store of the target
devices.
An example of a manual deployment of RADIUS CBA certificates in Windows 10 is
accomplished by the indicated manual steps and scripts below.

● Microsoft Windows
a. To install double click on PFX file (ex. basicDemo-SAN-client-signed.pfx ) and

import on “Current User | Personal Store”
b. The RADIUS CBA certificate is assumed to have either the Username or email

embedded in the certificate as indicated on the Appendix Certificate compatible
with RADIUS-CBA

c. Script to manually installs the RADIUS CBA certificate in the CurrentUser store
■ certutil -user -p pass: -importPFX basicDemo-SAN-client-signed.pfx
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Appendix – Disclaimer
● Disclaimer - The technologies and vendors provided in this document are only a portion

of the providers available in the marketplace

https://docs.google.com/document/d/1vi0M_pHh3odCwPXHdU9NE78bMFR10o6y3hSGvdRGqPw/edit?usp=sharing

