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DIRECTORY-AS-A-SERVICE® AGREEMENT 
 

Welcome to JumpCloud. Please read the Directory-as-a-Service Terms below (our “DAASA Terms”, “Terms”, “Terms of 
Service” or “TOS”) carefully as they contain the legal terms and conditions that govern your access and use of the Service or 
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2.6 Usage Data. Customer acknowledges and agrees that provision of the Service involves, and Customer authorizes, 
JumpCloud’s: (a) collection of Usage Data in connection with providing the Service; (b) use of Usage Data in connection with 
providing, analyzing, and improving JumpCloud products and services; and (c) generation and use of de-identified, 
aggregated, and/or anonymized data that does not include any identifying information of, or reasonably permit the 
identification of, Customer or any individual (including any User). JumpCloud will comply with applicable statutory 
requirements with respect to the data generated pursuant to this Section 2.6 (Usage Data).  

2.7 Software Tools and APIs. Any Software Tool that is not an Authorized Software Tool (a “Community Software Tool”, e.g., 
a script developed or modified by Customer or third parties) or API Call Code that is not written and provided by JumpCloud 
is not a component of the Service and is not required to be supported by JumpCloud. It is Customer’s responsibility to (a) 
ensure that its use of Community Software Tools and such API Call Code will have the effects desired by Customer, (b) 
regularly check for updates to the Authorized Software Tools and the Service APIs, and (c) make appropriate updates to any 
API Call Code and the Software Tools it uses.  

2.8 Third-Party Software. The Service or Software Tools may enable Customer to download or install third-party software on 
Devices (e.g., software updates). All risks related to such third-party software are entirely the res
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2.12 Professional Services. To the extent that an Order includes Professional Services
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subscription), Customer may not renew any Order for a lesser duration than the then-current Order Term (e.g., an annual 
subscription may not be renewed as a monthly subscription) unless JumpCloud and Customer enter into a new Order for a 
shorter Order Term. If Customer purchases an annual subscription, the Committed Quantities (for Users and Devices) in any 
Renewal Order Term will be the greater of (a) the Committed Quantities in the preceding Order Term, and (b) the highest 
High-Water Marks for the last three (3) months in the preceding Order Term.  

6.3 Termination. Except as otherwise provided for in this Agreement, either party may terminate this Agreement upon the 
material breach of the other party if such breach remains uncured for 30 days (ten (10) d
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Professional Services in any form other than in accordance with this Agreement. Customer will not remove, alter, or obscure 
any proprietary notices (including copyright notices) of JumpCloud or its suppliers in the Service or Documentation.  

7.2 Ownership of Customer Data. As between JumpCloud and Customer, Customer Data will at all times remain the property 
of Customer or its licensors. JumpCloud will have no rights in Customer Data other than the limited right to use such Customer 
Data as required for JumpCloud to perform the Service or Professional Services for Customer in accordance with this 
Agreement.  

7.3 License to Feedback. “Feedback” means all Customer or User suggestions regarding new features, functionality, or 
performance for the Service or Professional Services, including suggestions submitted through the Site. Customer hereby 
grants to JumpCloud a royalty-free, worldwide, transferable, sublicensable, irrevocable, and perpetual license to use such 
Feedback and any API Call Code disclosed to JumpCloud for any lawful purpose, including the development or improvement 
of features or functionality for the Service or Professional Services. JumpCloud will not identify Customer as the source of any 
such Feedback.  

8. CONFIDENTIAL INFORMATION.  

8.1 Definition. “Confidential Information” means all information of the Disclosing Party (as defined below) disclosed to the 
Receiving Party (as defined below) that is marked or identified as confidential or disclosed in circumstances that would lead 
a reasonable person to believe such information is confidential. All information regarding the Service and Professional 
Services will be considered JumpCloud’s Confidential Information, notwithstanding any failure to mark or identify it as such. 
Protections for Customer Data are provided for in Section 2.5 (Data Processing) and not in this Section 8 (Confidential 
Information). The commercial and non-public terms of the Agreement are Confidential Information of the parties, but the 
relationship of the parties created by this Agreement is not Confidential Information. Notwithstanding the foregoing, each 
Receiving Party may disclose the Disclosing Party’s Confidential Information: (a) to consultants, accountants, banks, investors, 
and actual or potential financing sources and their advisors; (b) in connection with a merger or acquisition or proposed merger 
or acquisition, or the like; and/or (c) in connection with the requirements of a securities filing. Customer’s Confidential 
Information and Customer Data exclude any Customer business and support contact information provided to JumpCloud, 
which may be used by JumpCloud for its business purposes (e.g., for managing JumpCloud’s relationship with Customer). 
Customer will provide JumpCloud accurate and current contact information for invoices and related communications.  

8.2 Protection. The party receiving Confidential Information (“Receiving Party”) from the other party (“Disclosing Party”) will 
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ancillary remedies from a court of competent jurisdiction before, during, or after the pendency of any arbitration, and the 
exercise of any such remedy does not waive either party’s right to arbitration. Judgment on an arbitration award may be 
entered by any court with competent jurisdiction.  

11.2 Compliance with Laws. Each party will comply with all laws, rules, and regulations applicable to such party while 
performing under this Agreement. 

11.3 Severability; Waiver. If any provision of this Agreement is held to be invalid or unenforceable for any reason, the 
remaining provisions will continue in full force without being impaired or invalidated in any way. The parties agree to replace 
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Agreement or any product utilizing any such data to any country for which the U.S. Government or any agency thereof at the 
time of export requires an export license or other governmental approval without first obtaining such license or approval, or 
otherwise remove from the United States any such technical data or any product utilizing such data except in compliance 
with all applicable U.S. laws and regulations. Without limiting the generality of the foregoing, Customer will not permit any 
third party to access or use the Service or Professional Services in, or export any such technical data or product utilizing such 
data to, a country subject to a United States embargo (as of the Effective Date: Cuba, Iran, North Korea, Sudan, and Syria). 

11.12 Entire Agreement. This Agreement sets forth the entire understanding and agreement of the parties and supersedes 
any and all oral or written agreements or understandings between the parties as to the subject matter of this Agreement. 
Any and all standard or “form” terms associated with a Customer purchase order, Customer ordering document, or Customer 
invoice submission system or other portal are hereby rejected (regardless of any electronic or online indication of agreement 
to the same), will be not binding on the parties, will be of no consequence whatsoever in interpreting the parties’ legal rights 
and responsibilities as they pertain to this Agreement (including any billing or payment requirements), the Service, or 
Professional Services, and no person other than JumpCloud’s CEO, CFO, or VP of Finance has the authority to bind JumpCloud 
to the same. Any reference on the Site to the “Terms of Service” will mean, with respect to Customer, this Agreement. Except 
as otherwise provided in this Agreement, all modifications or amendments to this Agreement must be in writing and signed 
by the authorized representatives of both parties. No person, other than JumpCloud’s CEO, CFO, or VP of Finance, has the 
authority to waive or amend any terms of this Agreement (including any Order) on behalf of JumpCloud. To the extent of any 
conflict between the provisions of this Agreement and th


